FACT SHEET

netVigilance Advantages
» Focuses exclusively on
solutions for Network
Vulnerability Detection and
Assessment, including
PCl Compliance
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Automatically produces robust
reports that describe how to
fix discovered vulnerabilities,
saving its customers tens

of thousands of dollars per
year in time and effort that
competitive solutions require
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Has an extremely low false
positive rate, enabling you to
focus your resources on fixing
actual vulnerabilities

» Is an active member of the PCI
ASV Task Force and the CVSS
SIG under first.org, where we
are a leader in industry efforts
to improve these key standards

netVigilance, Inc.
14525 SW Millikan Way #34423
Beaverton, OR 97005

tel: 503-524-5758
www.netvigilance.com
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Beyond Compliance”

netVigilance Vulnerability

Assessment Guide
Choosing The Delivery Option That’s Best For You

Only netVigilance goes Beyond Compliance to identify and detect up to 97% of common network

vulnerabilities, far more than any competitor. This Guide briefly describes our delivery options and

helps you quickly determine which netVigilance solutions are best for you.

Cloud Edition (Software as a Service) for
Total Coverage™

The majority of our customers choose Total
Coverage because they want to detect
vulnerabilities across all areas of their network:

e Publicly accessible components at the
perimeter, including web servers, firewalls,

routers, mail servers
e Web application scanning

e Inside the firewall

For them, the Cloud Edition is the clear choice.

The benefits are numerous:

e No data to store — ever

No worries about hardware or
software upgrades — ever

No worries about maintenance or
IT support — ever

No training needed — all you need is a browser

No unpredictable costs - fixed monthly fee

Fast and easy to use — lets your team
concentrate on their jobs while ensuring
vulnerability detection

Internal scanning is simple with our remote
scanning engine. Install the free version yourself
in under 10 minutes on the workstation of your
choice. And for those rare cases that require a
dedicated appliance, you can select our EasyBox
Appliance when ordering.

Windows Edition (software download) for inside
the firewall coverage

While the Cloud Edition is a broad, powerful
solution that offers multiple benefits, a select
minority of our customers require a software-based
solution because they:

e Operate under government regulations,
internal IT policies or legal restrictions that
absolutely prohibit the use of a cloud or an
external connection;

e Require that their internal vulnerability data
stay in-house and never be accessible by their
solution provider;

e Need the ability to perform internal scans both in
offline environments and in online environments
where the Internet connection is intermittent;

e Are only permitted to use our Cloud solution for
their publicly-accessible components

In these cases, the netVigilance Windows-based
Software option — which gives users the option
of using their own MS-SQL server — is ideal. The
only system requirements are Windows XP or
Windows 2003 Server. EasyBox Appliance option
also available.
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