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assurance has arrived

Network vulnerability
assessment.

SecureScout SP addresses the
Vulnerability Assessment
needs for distributed networks

Managing vulnerability scans and remedial
actions is increasingly more complex and time
consuming. Eliminating network vulnerabilities
quickly and confidently; frees IT professionals

to address other urgent tasks.

With SecureScout SP, the security expertise is
NX

provides the most reliable solution to cost-

right at your fingertips. SecureScout
effectively verify your network security works as
configured, and identify where you need to take

action to eliminate vulnerabilities.

Discovering the highest number of
vulnerabilities with the lowest number of false-
positives; coupled with the revolutionary
distributed architecture, SecureScout enables
enterprises to proactively protect their digital
assets before they are compromised.
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SecureScout Console

2 Summary Report - Microsoft Internet Explorer provided by netVigilance, Inc.
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Found Vulnerabilities by Risk

Vulnerabilities Tatal Found: 44
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A vulnerability is also associated with one Denial of service [ NN 3

or more potential security hazards. These
risks and their consequences can include
the gathering of infarmation, full log reading,
as well as denial of service attacks,
crashing of the target sytstem gaining of
root access and various other methods of Crash [l 1
compromige. Results are divided into these
conseguence classifications. The results in Root Access [N 3
the graphic represent the real impact of the :
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SecureScout SP’s architecture enables you to

distribute remote agents on different network , Subnet C

Subnet A
segments; conducting multiple scans in parallel and T Iy o o —
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collating results in a central database. | | ‘ / | ‘
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Customer scanning profiles are easily built with
advance calendaring, resource grouping, prioritization Topology Independent
of vulnerabilities and load adjustment. SecureScout SP Distributed Architecture

allows you to more efficiently configure scanning
profiles to gain the highest quality results in the

shortest amount of time. Scanning results are available 1000000 & Malicious Code
in an open datatbase format. B Denial of Service
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SecureScout security experts continually research ©
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information sources for new vulnerabilities, so you can kS|
focus on other core tasks and can be confident that ?o_:
you are scanning for the most recently discovered w10
vulnerabilities. Through differential reporting, you can
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easily benchmark your security level at various points
in time.
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SecureScout SP is a multi-user solution; individual o
, Hacker incidents by type
users have access to scan their network segments,
and retrieve reporting, and manage scheduling as well
as loading. You have the ability to divide the
vulnerability assessment among several individuals, FE —
sites and organizations with strong access control and *e \‘ ~ LIS Lo
encryption. COMPATIBLE
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